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Executive Summary
This document is intended to identify and analyse a software architecture to support the formation,
operation and termination of a Virtual Organisation. As Virtual Organisations are characterised by
the dynamic behaviour that they exhibit, it is necessary to provide a means of adding and removing
members and functionalities in a flexible manner. The service-based approach provides one means
of achieving this flexibility, by conveying a number of important benefits; most importantly,
encapsulation, which can provide a solution to the problem of loose coupling but tight integration
between organisations.
The approach taken consisted of the following steps:
1. develop a series of Soft Systems Models representing the perceived activities
involved in the formation, operation and termination of a VO,
2. analysis of these models, see Section 2, to identify the broad architectural
elements,
3. further analysis of the architectural elements and the interactions of these
elements to determine the underlying services.
This approach identified the following six architectural elements:
Which were decomposed, see Section 3, to identify the following nine core services:
• Information Management
• Notification
• Composition
• Archive
• Authentication
• Authorisation
• Accountability
• Contract Enactment
• Service Level Agreement Monitoring
Whilst an overview of these core services is provided in Section 4.3, more detailed analysis will be
provided in future documents.
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1 Introduction
There have been many attempts in recent years to build software support for Virtual Organisations
(VOs). Typically, these have suffered from three major flaws:
1. The VOs they make possible tend to be somewhat static examples. Although
the software facilitates virtualization of certain aspects of relationships between
organizations, it generally fails to ease the difficulties involved with adding
new partners and relationships, evolving existing relationships and so on.
2. The definitions of VO employed by most approaches are themselves somewhat
static and limited. In most cases, there are classes of organization that many
would consider virtual, which cannot be expressed. Classes of VO range from
franchises through utilities; various types of outsourcing; to fully distributed
companies, moving along several dimensions including static/dynamic;
integration/coupling and so forth.
3. Many approaches are focused at or close to the application level. This limits
the applicability of the approach to different types of VO and places an
unacceptable overhead on participant organizations to integrate their back-
office systems and procedures with that software. In particular, organizations
may be required to change the way they operate in order to participate in a
particular VO. This is plainly unacceptable and will not result in widespread
uptake of the technology.
Organisations will not adopt VO technology and working practices unless the approach caters for
their particular needs. Since these needs are highly diverse, they are best addressed by middleware:
VO support software may be best deployed as a set of core services that the majority of VOs
require, such as access control, task co-ordination (for example, workflow) and information
management. These services would necessarily be highly-configurable. For example, access
control and workflow mechanisms must be able to function in a very diverse environment.
Organisations will be reluctant to adopt these mechanisms if doing so would require a significant
change in their working practices and back-office systems. Any particular VO would then be
considered as an application or applications running on this infrastructure, with the core services
configured and deployed in particular ways.
Another essential requirement is that VO technology should be easy to adopt. Again, this requires a
standards-based, middleware-level approach: all organizations have back-office systems;
procedures; policies (including security policies) etc. A successful VO must be able to integrate
individual organizations tightly whilst retaining a loosely-coupled whole and without the
requirement to change working practices and back-office systems.
There are many other considerations, including ease of deployment; ease of management; flexibility
within each particular VO infrastructure. These often contradictory requirements can only be
catered for by adopting an architecturally-focused, middleware-based approach, and by
understanding the requirements of businesses on a deep organizational level.
This is GOLD’s major contribution to the VO field, [Conlin et. al. 2005]. Whereas the majority of
other approaches focus on the application level, GOLD is concerned with building architecture to
support a wide range of VOs throughout their full lifecycle.
1.1 How to address these problems
The GOLD project has adopted the Soft Systems Methodology (SSM), [Checkland, 1981;
Checkland and Scholes, 1990], approach to help bridge the gap between user understanding and the
requirements. SSM is essentially an ethnographic approach where potential users are observed
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using a system and/or interviewed regarding their impression of the system. The essential points of
the SSM approach consist of the following steps:
• identify a set of generic models of the process under examination, this requires
some input from users and/or people with experience of the field,
• formulate a set of questions which will serve to generate assumptions about
how the process takes place,
• carry out interviews with possible users using the generic models and questions
to guide the discussion,
• refine the generic models in light of the responses from the users to generate
tailored models of the process under analysis,
• analyse the tailored models to identify the perceived requirements.
Figure 1 provides a graphical view of this procedure.
Figure 1 - The SSM procedure
1.2 The outcome of this process
During the initial SSM modelling phase it became apparent that the generic processes that GOLD
intends to address can be separated into two systems as shown in Figure 2.
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Possible users
To generate questions
to be asked of
So that, making assumptions
about HOW things will be
done, we get
That give us basis for defining some
Use
GENERIC
MODELS
about HOW to develop chemicals
and HOW to organise chemical
development virtually
TAILORED
MODELS
Requirements for GOLD
developers in terms of:
- Functional Requirements (what
needs to be done)
- Provisioning Requirements
(time, security, etc.)
Figure 2 - Two systems view
The focus of the project, therefore, is on the second system, where the activities are aimed at
organising or managing the first system. In the chosen domain, chemical process development,
System A corresponds to the actual processes involved in carrying out a process development, i.e.
chemical experiments, safety testing of chemicals and equipment, etc. System B, on the other hand,
corresponds to the management processes involved in arranging the experiments, collating the
results, passing the information to the correct parties to enable a smooth process, etc.
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System B
The set of activities
required for the
virtual organising of
'System A'
System A
A set of activities, the
enactment of which would
achieve 'X'
But those activities need to be initiated,
given resources, made possible, managed.
If, in addition, we choose to do these things
in a novel, 'virtual' way we need to conceive
of a second system
A business need
or opportunity to
do something 'X'
leads us to conceive of
2 Analysis of the Soft System Models
The SSM requirements document provides a thorough description of the stages that occur during the
chemical development process, [see Appendix 1 of Periorellis et. al., 2005b]. Some of these stages,
whilst crucial to the development of chemical products, fall outside the scope of the GOLD
middleware. This section of the architecture document will address each area of the SSM model
and propose an architectural element(s) that would be required to support the activities identified by
the Soft Systems Modelling.
Figure 3 - Top Level SSM Representation of GOLD
Figure 3 shows the high level SSM representation of the process of operating a VO. Sections 1 – 5
of the diagram represent the fundamental VO tasks, whilst sections 6 – 11 represent the monitoring
and control activities that must be performed.
2.1 Monitoring and Control Actions
Monitoring and control activities are present at each level of the SSM model. To avoid repetition
throughout this document Table 1 provides an analysis of monitoring and control.
Table 1 - Monitoring and Control Functionality
SSM Stage Functional Requirement Architectural Element
6 & 9
Define
measures
These actions would be carried out manually during the
project set-up and negotiations held between the VO
members. However, some of the output from these stages
would be required to be stored and also consulted/acted
upon by other functionalities.
Storage
7 & 8
Monitor
functional
stages
Aspects of these activities could be automated in the form
of SLAs, executable contracts, etc.
Co-ordination
Regulation
10 & 11
Monitor
admin stages
While the actions taken would generally be manual in
nature, there is a need for notification of breaches of any
agreements that are in place. The means to interact with
the system would also need to be provided.
Co-ordination
Regulation
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1. Identify and evaluate
business opportunity
2. Design VO
3. Establish VO
4. Operate VO
5. Terminate VO
6. Define measures of performance for
efficacy (E1) and efficiency (E2)
7. Monitor activities 1 – 5
8. Take control action
9. Define measure of performance for
effectiveness (E3)
10. Monitor activities 1 – 8
11. Take control action
2.2 SSM Section 1 – Identify and Evaluate Business Opportunity
This section of the SSM model covers the steps that are taken in order to reach a decision as to
whether or not to create a VO. Figure 4 shows the stages identified by the SSM model.
Figure 4 - Business Evaluation SSM Section
The majority of the stages in Figure 4 refer to work that is performed prior to the establishment of a
VO and, therefore, could be considered to be outside the scope of the services that GOLD will
deliver in its initial incarnation. Therefore, for the purposes of this architecture document, it will be
assumed that the decision to operate a VO and the assessment of the likely market for any products
developed by the VO will have been made independently of the GOLD software.
2.3 SSM Section 2 – Design a VO
This is the section of the SSM model that will form the starting point for services within the GOLD
system, see Figure 5. It deals with the tasks that must be performed when evaluating services to use
within a VO, therefore the required functionality is focussed on the processes of describing,
searching and contacting available services as discussed in Table 2.
Figure 5 - VO Design SSM Stage
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2.1 Know alternatives for
production
2.2 Know how product is
to be produced
2.3 Define workflow
sequence for
production
2.4 Know technical
requirements for
production
2.5 Define resources
needed for
production
2.6 Define tasks/roles
needed for
production
2.7 Decide partnership
arrangements, norms
1.1 Maintain an understanding of
industry and markets
1.2 Identify candidate
opportunity
1.3 Assess market
1.4 Decide criteria for
specified business
1.5 Assess viability/attractiveness of
possibility
1.6 Determine product requirements
(e.g. how much, what price)
Table 2 - VO Design Functionality
SSM Stage Functional Requirement Architectural Element
2.1
Production
alternatives
Could be represented using a registry of various
production sites that could manufacture a product under
contract. Would also require a means of
finding/discovering the required functionality.
Storage
Discovery
2.2
Production
know-how
This type of work could be thought of as an initial
research stage that is required in order to understand the
production requirements and likely tasks that would need
to be performed. In terms of the chemical development
problem, this could involve searching for safety data,
chemical route information, existing experimental work
etc. Services to support this stage could involve
information transfer between VO members, or access to
external services provided by companies external to the
main core of VO members.
Discovery
2.3
Define
production
workflows
Could be represented using some form of co-ordination
functionality to ensure the various activities are performed
in a timely fashion during the lifetime of a project.
Co-ordination
2.4
Define
production
technical
requirements
This is a basic research and investigation stage. It could
be assisted using the basic registry functionality and
document storage to store the results of general web
searches, meetings etc.
Discovery
Storage
2.5
Define
production
resources
This SSM stage requires a very similar type of activity to
stages 2.1 and 2.2 above - it involves searching for
possible manufacturing sites, various information sources
required during production and required resources (such
as the various roles of people that will be required). This
task could, therefore, be supported using the same registry
and information services as SSM stages 2.1 and 2.2.
Discovery
2.6
Define
production
tasks/roles
Could be represented using functionality that would be
used by all VO members to make access control
decisions. Such functionality would maintain information
about the individual VO users, the roles they perform and
the access rights granted to those individuals.
Security
Membership
2.7
Define
partnership
agreements
This SSM stage refers to the contractual arrangements
that must be in place before a VO can be convened. Some
aspects of this will have to be performed manually such as
ensuring the correct software and infrastructure is in
place, the drawing up of formal legal agreements between
members etc. Some automation may be provided,
however, in terms of meeting service level agreements,
monitoring members adherence to data integrity
requirements through the use of digital signatures, use of
non-repudiation services where required etc.
Regulation
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2.4 SSM Section 3 – Establishment of a VO
Having defined a collaborative project and created a design for a VO, the next stage of the SSM
process involves the actual construction of the VO by inviting member companies.
Figure 6 - Establishment of a VO
Section 3 of the SSM model, shown above in Figure 6, deals with the process of contacting
potential VO member companies and enrolling them within the VO. A number of these tasks can be
considered to be extensions of those performed in Figure 5, particularly stage 3.1, which requires
the identification of candidate partners.
Table 3 - Establishment of a VO Functionality
SSM Stage Functional Requirement Architectural Element
3.1
Identify
partners
This stage requires the identification of partner companies
that can supply the information and services identified in
section 2 of the SSM.
Discovery
3.2
Invite partners
Invite partner companies to participate in a VO. This
requires details of the operating terms and conditions to
be supplied along with any service level agreements,
security requirements (e.g. the type of security service or
authentication system to use). In addition, details of the
project being undertaken may need to be passed to
potential member companies.
Regulation
3.3
Enrol partners
Add partner companies to the list of companies that are
actually participating in the VO / collaborative project. If
multiple acceptances to SSM stage 3.2 are received, these
need to be assessed by the VO management.
Co-ordination
Membership
3.4 & 3.5
Contract
partners &
define
agreements
Draw up any formal agreements and contracts that may be
required. This may not form a part of the GOLD software
system, however, some form of contract monitoring may
be possible depending on the complexity of the
agreements reached between partners.
Regulation
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3.1 Identify candidate partners
for virtual co-operation
3.2 Interest candidate
partners
3.3 Enrol/choose
candidate
partners
3.4 Contract partners
3.5 Define working
arrangements for
partners
2.5 SSM Stage 4 – Operate the VO
Once a VO project has been designed and formed the next stage of the process is the actual
operation of the enterprise.
Figure 7 - Operate the VO
Naturally the operation of the VO represents the most complex aspect of the whole process, see
Figure 7. This is reflected in the large number of activities required to adequately model the
processes involved. This would also be the longest running stage of any VO and would require the
most resource, and interaction, from each of the members. The overriding requirements at this stage
are therefore co-ordination, security, storage and regulation, to ensure that the correct tasks are
performed at the correct time by the authorised members, as discussed in Table 4.
Table 4 - Operate the VO Functionality
SSM Stage Functional Requirement Architectural Element
4.1
Allocate
tasks/roles
Requires the definition of project wide tasks and roles.
These will define what actions users are able to perform
within the context of the VO.
Co-ordination
Security
4.2
Obtain
resources
This task refers to the process of requesting the member
companies to produce the information and resources
identified in the VO construction phases of the project.
This will be one of the main activities performed during
the project, as the majority of the tasks can be broken
down into fairly simple information exchanges.
Co-ordination
Storage
4.3
Secure
information
exchange
Refers to the requirements for the secure transmission of
data between VO members. This requires authentication
of information providers and requesters, encryption of
message exchange and auditability of the information
request/generation process.
Security
Regulation
4.4
Know
required tasks
This requires reference to the project plan for the
collaborative project being performed by the VO.
Co-ordination
4.5
Provide
operational
information
Requires VO members be notified about the progress of
the collaborative project and that requests for information
be generated during the appropriate phase of the
collaborative project.
Co-ordination
Storage
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4.1 Allocate tasks,
roles, etc.
4.2 Obtain required
resources
4.3 Ensure all communications are
secure, accurate and timely
4.4 Know required tasks and
information needs
4.5 Provide all partners with required
operational data in an appropriate manner
4.6 Provide partners with
management information
4.7 Maintain, facilitate, co-operation
and trust among partners
4.8 Know what are the
expected actions, events
4.9 Monitor operations of
workflow model
4.10 Adapt to changes in
environment, etc.
4.11 Operate workflow
model
SSM Stage Functional Requirement Architectural Element
4.6
Provide
management
information
This is a similar type of operation to that above, and
requires VO members to be given updates as to the status
of the project and the progress of the various tasks in it.
Co-ordination
Regulation
4.7
Facilitate trust
and
cooperation
This process requires that members of the VO be kept
abreast of changes to the structure of the VO, the roles
within the VO and the membership of users within those
roles. Notifications should be given to project members if
any important change occurs.
Co-ordination
Regulation
Security
4.8
Know
expectations
Requires the progress of the VO project to be monitored
and members be notified of any changes of the VO
structure that may affect them.
Co-ordination
Regulation
4.9
Monitor
workflow
This process requires that any changes that are needed to
the project plan be communicated to the entity responsible
for the maintenance of the plan.
Co-ordination
4.10
Adapt to
change
Requires that changes can be made to the structure of the
VO and to the project being worked on. This may require
the use of the VO design functionality as it could involve
bringing in more VO members. Additionally, changes
may need to be made to the tasks within the project being
performed, which will need to be communicated to VO
members.
Discovery
Co-ordination
Membership
Regulation
4.11
Operate
workflow
Deals with the execution of the project plan and the
requesting, storage and distribution of the information
required from the individual members.
Co-ordination
Storage
2.6 SSM Stage 5 – Dissolve a VO
Following the operation of the project, it is inevitable that some form of dissolution or termination
of the project will be required. Whether this is a partial process required to handle the removal of a
partner due to completion of their contracted tasks, or through failure to do so, or whether it is the
termination of the whole VO, similar activities will be required, see Figure 8.
Figure 8 - Terminate the VO
All of the procedures/processes required at this stage should have been identified during the initial
stages of the VO, i.e. Stages 1 – 3. As with the early stages of a VO some of these activities would
necessarily be performed manually. However, there are many requirements for the
storage/archiving of project data, including:
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5.1 Know agreed
procedures
5.2 Distribute resources amongst
partners as appropriate
5.3 Settle financial matters
with partners
5.4 Operate pre-defined
arrangements
5.5 Resolve outstanding
contracts, payments, etc.
5.6 Terminate appropriate contractual
arrangements
5.7 Dissolve VO as legal
structure
• the regulatory requirements such as those within the pharmaceutical industries,
• as a resource/template for future VO formation,
• to provide data for analysis of past performance against various criteria to
identify successful approaches to collaborative projects.
Table 5 provides some discussion for each of the activities identified in Figure 8.
Table 5 - Terminate the VO Functionality
SSM Stage Functional Requirement Architectural Element
5.1
Know
procedures
Not an activity that requires any form of automation other
than access to any documents containing previously
agreed procedures and a means of finding the relevant
documents. There would also be a requirement to inform
VO members of events during the VO termination.
Co-ordination
Storage
5.2 & 5.3
Resource
distribution
and settlement
For the most part this activity would be a manual step,
although aspects of the resources could be electronic in
nature and as such could be distributed in a virtual
manner. The main requirements here would be for storage
of agreements and access control to the information and
resources.
Storage
Security
5.4
Operate pre-
defined
arrangements
Some means of finding and triggering any activities is
required. Another common requirement would be for
some form of long-term storage/retrieval of the project
data.
Regulation
Storage
Security
5.5
Resolve
outstanding
issues
Outstanding issues must be identified. Some means of
finding and triggering activities would be required.
Co-ordination
Regulation
Storage
Security
5.6
Terminate
agreements
The main requirement here would be for some form of
security to ensure that the contracts could only be
terminated by an authorised member. Other members of
the VO would also need to be informed of any processes
involved in terminating a VO.
Co-ordination
Regulation
Security
5.7
Dissolve VO
Legal dissolution of a VO is outside the scope of the
GOLD system.
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2.7 Summary of the identified architectural elements
Analysis and discussion of the SSM model has identified the following, preliminary set of high
level architectural elements that will be required to support the second system discussed in Section
1.2. These elements are briefly introduced in Table 6. Section 3 provides a more detailed
description.
Table 6 - High level architectural element overview
Architectural Element Description
Discovery
Allows the various functionalities available to be discovered by
members of the VO.
Co-ordination
Performs the necessary co-ordination and tracking activities to
allow required tasks to be identified, scheduled, assigned,
evaluated, approved, etc.
Storage
Document exchange and storage is a core aspect of the GOLD
project, this functionality provides the means by which
documents can be stored and made available for use across the
VO.
Security
Provides authentication of users, authorisation for access to
resources and accountability for the actions performed during the
operation of a VO.
Membership Provides a means of identifying the members of a particular VO.
Regulation
This element is intended to ensure that members who interact
within the context of a VO are able to excercise their rights and
that they meet their obligations. This will include the monitoring
of agreements that govern the interaction.
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3 Description of Architectural Elements
3.1 Discovery
There are numerous places within a potential GOLD system that a service discovery functionality
would be required. It is particularly relevant during the VO construction phases of the SSM model,
where companies that can supply particular information and services need to be located. One of
several technologies that can provide Discovery functionality are registries, which are required to
store the types of data that can be exchanged between VO members, the companies that can supply
those types of data, task types within collaborative projects, etc. Some example registries which
may be deployed within the GOLD system are given in Table 7.
Table 7 - Example registries
Type of Data Description
Recognised
document types
A document represents the basic unit of information that will be transferred
between VO members. In order to allow meaningful projects to be defined,
there needs to be a common understanding of the classes of document that
will be exchanged. For example, the results of a piece of laboratory analysis
work will be represented by a certain class of document that can be
recognised by all members of a VO.
Company
capabilities
A company's capabilities will be defined as its ability to generate specific
document types. Because all the information exchanged between VO
members can be defined in terms of document classes, a registry mapping
companies to document type classes will be sufficient to describe the
capabilities of a company as far as its normal interactions with other VO
members is concerned.
As with other architectural elements the discovery functionality must interoperate with the security
functionality within GOLD to ensure that search results only return information that is visible to the
user(s) performing the search.
In addition to the Security requirements this element will also require extensive information
management and notification functionality. The information management functionality will be
needed to facilitate the process of managing the various aspects of the Discovery element, while
users will need to be notified of changes to any information related to their participation within a
VO.
3.2 Co-ordination
The operation of a VO will involve the planning, organising and assigning of a series of tasks or
jobs. These will either be performed manually or automatically, the exact execution process is not
relevant at this stage, although it is entirely possible that the enactment could be a combination of
manual and automatic steps. However the tasks are enacted, there will therefore be a need to
compose the tasks into a logical operating sequence defining how the VO will operate, this will
require some form of Composition service allowing an authorised user to create, edit and monitor
the task sequences that define the VO operation.
If a VO is defined solely by its arrangement of member companies, its purpose is defined by the
project that it will perform. Following the SSM model through its various stages implies that the
decision to form a VO is based upon an identified marked opportunity, which is then acted upon
according to some agreed process. The work performed by a VO can be thought of as a collection
of tasks, each of which must be performed in the correct order and approved by a relevant authority
within the VO. In effect, this implies the need for a shared “project plan” that can be accessed by all
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the members of a VO providing a centralised view of the status of the project and all the
documentation and information associated with it. It is this process that dictates the tasks that the
various member companies are required to perform and the timing of those tasks. The co-ordination
functionality, therefore will allow required tasks to be identified, scheduled, assigned to the relevant
roles, performed, evaluated and approved upon completion.
As with the Discovery element, there will be a need to manage the information associated with the
tasks which can be defined by the types of data that they are required to produce. For example, a
safety study would be required to produce documents in a format that conforms to requirements laid
down by various regulatory bodies. This leads to a requirement for some form of Information
Management service to support this element.
3.3 Storage
Document exchange and storage is a key part of the GOLD system. Indeed the information model
will be one of the key aspects of the system as it will need to support both the generic aspects of the
system as well as the extensibility needed to allow the system to be tailored to different problem
domains. A document is the fundamental unit of information exchanged between VO members.
There needs to be storage functionality provided that may operate at several locations that can store
any of the document types that the GOLD VO members are expected to produce during the lifetime
of the collaborative project. An important requirement for the storage functionality is flexibility
both in terms of the physical locations that are used to store information (e.g. some members may
prefer to store information on-site and then provide access to it, whilst others may want information
stored and managed in central repositories), and the types of data supported. Another requirement
will be the notification of users as documents are entered into the store and later updated.
A VO may have a number of storage facilities. Information can be placed into these repositories
and retrieved using some form of index or identifier.
When storing documents and information within a storage facility it is important for that
information to be searchable at a later date. Because of this, storage facilities need to be able to
support the archiving and searching of meta-data associated with stored documents. During the
termination phase of a VO, the archival aspects of the Storage element will be paramount as, due to
audit requirements, there will be a need to permanently store the operational details for a VO.
3.4 Security
The secure exchange of information between VO members is essential for sucessful deployment of
a VO. All information, access to shared VO projects, search functionality and document storage
must be subject to a unified security infrastructure.
The security facilities of the VO architecture must be able to authenticate a user once when a VO
session is initiated and then propagate this identity to other VO members and architectural elements
during all interactions. These other members and system elements can then make authorisation
decisions based on this propagated identity, or on roles that are bound to identities.
A further requirement will be the ability to account for the actions of a user during the operation of a
VO. This should ensure that, when appropriate, there is an irrefutable audit trail of activity in the
context of a VO.
3.5 Membership
All actions performed by users of the system are done within the constraints of membership of
organisations participating in a VO and of the collaborative projects operated by VOs. The
membership management function provided must allow the expression of the anticipated
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membership attributes present within a VO, for example:
• Company membership of VOs: A VO is defined, principally, by its member
companies. The only tangible manifestation of a VO, therefore, is the list of its
members. A principal function of the membership management services will
be to securely store and maintain these lists.
• User and role memberships: During the operation of a VO, actions are
performed by individuals or organisations depending on their roles within the
VO. Roles will define access to documents, the management tasks performed
and the duties to be performed during the execution of the collaborative
project.
Within a VO, the concept of a Role is used to define the job function of a User once they have been
authenticated. For example, in a VO performing a chemical development project, roles may include
job functions such as Chemist, Lab Manager etc. Access to Resources and services within the VO is
restricted based upon the roles that an authenticated user has been assigned to.
3.6 Regulation
The Regulation function aims to ensure that entities who interact within a VO are able to exercise
their rights and that, at the same time, they meet their obligations. Rights and obligations can be
expressed in two contexts:
• as terms and conditions of business agreements (contracts) that govern the
observed behaviour of participants; and
• as Service Level Agreements (SLAs) that specify both the measurable Quality
of Service (QoS) that a service consumer can expect from a service and the
amount of service resource that a consumer can legitimately expect to exploit.
Clearly, SLAs are a form of contract. There are also dependencies between business contracts and
SLAs. The ability of an application to satisfy the terms and conditions of a contract will at some
level depend on the SLA-compliance of the application's constituent services. However, for the
purposes of regulation, a distinction can be made between business contracts and SLAs. Regulation
with respect to business contract concerns the application-level semantics of an instance of a given
interaction in the context of a given business relationship. Minimally messages exchanged should
be well-formed and should be in the correct sequence. Regulation with respect to SLAs concerns
the statistical characteristics of a service and its consumption. For example: service availability
over time; average response times; average load imposed on a service by a given consumer.
Furthermore, the distinction between business contract and SLA may be reflected in the assignment
of liability for the violation of agreements. For example, liability for a violation that manifests itself
at the level of a business message exchange between two parties may be traced to violation of an
SLA by some intermediary.
Given the above, regulation in a VO implies the need for mechanisms to enact electronic contracts
and for SLA monitoring. Underpinning these mechanisms are the authorisation and accountability
of entities for their actions within a VO.
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4 Service Oriented Architecture (SOA)
In general, requests for information and action from one VO member to another should be trivial.
However, fulfilling these requests may require a complex internal process. Providers can hide that
complexity by encapsulating it within a service with a simple interface defining how consumers
interact with it. This is referred to as a Service Oriented Architecture (SOA).
The service-based approach conveys a number of important benefits; most importantly,
encapsulation, which can provide a solution to the problem of loose coupling but tight integration
between organisations. Web Services are a standards based approach to implementing an SOA,
making it possible to leverage a wide variety of open standards and protocols and integrate different
software applications running on heterogeneous systems. This helps to address the usability
requirements for a VO.
4.1 “Origins” of the Architecture
In order to design a software architecture it is first necessary to identify some of the requirements of
the intended system, these should include both functional and non-functional requirements. In the
situation where the intended system either uses established technology, or will operate in a well-
understood environment, this process, while non-trivial, is well understood.
In a more complex situation, where either the technology or the environment is novel, or poorly
understood, the requirements gathering process is much more complicated. This can be attributed to
a number of causes, some of which are:
• the technology does not exist,
• the business use does not exist and is not comparable to present practice,
• the intended users have no basis for thinking about functional or provisioning
requirements (what they want the software to do for them, or how reliable, safe,
secure etc. the software needs to be).
In circumstances such as these, how are requirements obtained?
Conventional software engineering and information systems development methodologies are
difficult to apply as these rely to a large extent upon user interviews. As discussed in Section 1.1, in
order to address these difficulties the GOLD project has adopted the Soft Systems Methodology
(SSM).
While a more detailed discussion is available [Periorellis et. al., 2005b], in summary the models
presented in the preceding discussions were built using experience and limited interviews with
chemicals development companies. The models concern the tasks that are required to be performed
to enact a generic Virtual Organisation, and the sequencing and interactions between these tasks.
This will be the basis for a dynamic task enactment model for VO operation. With this the GOLD
project can focus upon the instantiation of the generic VO model in the particular case of supporting
the execution of a chemical process development.
4.2 High-level service review
Analysis and discussion of the SSM model has identified a preliminary set of high level
architectural elements that will be required. These elements have been discussed in Section 3.
Table 8 provides an overview of the lower level services that will be required to support the higher
level architectural elements.
The following summary is not intended as an exhaustive survey of the services required to support
each architectural element, merely an indication of those services that are considered to be
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significant for that element. The support of the Security element is considered to be implicit for
each of the other elements and is therefore not repeated in every row of Table 8. No specific
services are identified for the Membership element. In practice Membership of a VO may be an
abstract notion that captures participation in VO activities. There may be no concrete realisation of
Membership.
Table 8 - High level service overview
Architectural Element Required Services
Discovery Information Management, Notification
Co-ordination Information Management, Composition, Notification
Storage Information Management, Notification, Archive
Security Authentication, Authorisation, Accountability
Regulation Information Management, Contract Enactment, SLAMonitoring
4.3 Overview of the Core Services
The following sections provide a general overview of the services identified in Section 4.2. Details
of the services will be developed in future documents.
4.3.1 Information Management
Within a VO there will be a selection of recognised data types that can be exchanged between
member companies. For commonly recognised data types there will exist a set of information that
must be supplied to a producer in order to generate an instance of that data type. The Information
Management service will deal with maintaining lists of data types that are recognised within the
VO.
This must also be able to provide information as to the software requirements for viewing data
stored within a VO. This may include the requirement for GOLD specific software libraries
(possibly as plug-in elements for a GOLD desktop GUI) or for external software requirements (i.e.
the requirement to manipulate word processor or spreadsheet documents).
A further aspect of this service would be an ability to locate required information related to a set of
specified attributes. It is anticipated that other individual architectural elements may provide
tailored search methods and interfaces, it would therefore be beneficial if all these interfaces could
also be accessed via the Discovery element of the architecture.
Underlying the other functionalities there is a requirement for a means of storing the information
relevant to the running of the VO, in addition to any internal state required to maintain the service,
during the lifetime, and beyond, of a given VO.
4.3.2 Notification
VOs can be dynamic, this is to allow the VO to respond to changes in the work being undertaken in
response to new information and/or techniques/services offered by current and potential partners.
This dynamic nature, combined with the anticipated delays in carrying out certain types of work,
and providing the relevant information, necessitate some form of notification service that will allow
interested parties to register an interest in a piece of information or a particular service instance.
When the status of the information or service changes the registered parties are informed of the
change, this would allow them to respond in an appropriate and timely manner without the need for
frequent queries regarding the current state of the item.
Security will be an important consideration during interactions with the notification functionality.
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Primarily, this is to ensure that only authorised users and VO members can register for notification
on VO data types and that users are only notified of authorised events.
4.3.3 Composition
Regardless of the different levels of workflow enactment that may need to be supported, high level
project management or low level sub-task interactions, there exists a need to be able to compose
tasks into workflows or task enactment networks. This would consist of specifying tasks from the
Discovery service and then identifying the links and dependencies between the tasks.
4.3.4 Archive
This type of service would generally be required as a VO approached its conclusion, or as the
participation of an individual member came to an end. Using this service, information critical to the
running of the VO, as well as information required for future audit and collaboration purposes,
could be safely and securely stored. The service should only provide access to the functionality and
the archived information to authorised members, this implies links with the Security services.
4.3.5 Authentication, Authorisation and Accountability
Resource sharing is a major issue within the context of a VO and effective trust management is a
requirement for resource sharing. Due to the highly diverse nature and dynamicity of a VO, a
standardised and logically centralised approach is advisable to regulate the trust and security issues.
This will help in tackling the problems with mutual distrust between participants. With such a
standardisation, VO participants can securely communicate with each other while each individual
still retains its autonomy.
The main problems facing any system intended to foster trust between participants are:
• To allow participants of a VO to express how they want to protect their
resources on a strict need-to-know basis.
• Based on the policies specified by the resource owners, the GOLD service can
grant or deny the permission (on behalf of the resource owners) to a subject
intending to access a certain resource.
• To use federated identity mechanisms to access GOLD associated resources by
using a Single-Sign-On system, therefore a single action of authentication can
authorise a user to access all the resources as long as policy permits, within a
trust domain where the user has access permission. Such a service can also
minimise the possible authentication errors, inconsistencies, and authentication
system failures in the trust domain.
Accountability is required to allow members to be sure of the validity of any agreements and/or
exchanges entered into with other VO members. In the event that a dispute arose regarding whether
a member had adhered to a contract or SLA, a non-repudiation functionality would provide a means
of storing the evidence, collected at the time of the interaction, which would allow a resolution of
the situation. The resolution may be provided externally to the GOLD system. The GOLD system
would then provide evidence of the actual interaction that took place for this external dispute
resolution.
4.3.6 Contract Enactment
A contract enactment service is needed to regulate business interactions between parties. First, an
executable contract must be derived from the terms and conditions of related business agreements.
The enactment service then uses the executable contract to validate the observed behaviour of
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participants in order to prevent incorrect behaviour. Similarly, the contract enactment service
should detect non-cooperation (for example, the failure to meet a deadline). Contract violations
should be notified to facilitate remedial action or trigger dispute resolution.
Dispute resolution depends on the accountability of participants for their actions. A non-repudiation
service and associated secure audit can be used to achieve accountability.
4.3.7 SLAMonitoring
SLAmonitoring should be able to determine whether the performance of a service complies with its
SLA and, equally, whether service consumption is within the constraints specified by the SLA.
Issues to be addressed by SLA monitoring include: SLA specification; metric collection;
measurement and evaluation; and the detection and notification of violations. In order to address
rights and responsibilities of service provider and consumer, metrics must be collected that
characterise both the QoS as experienced by a service consumer and also the usage of a service by a
consumer. A key issue is the trust that provider and consumer have in the monitoring service its
measurements. This may lead to the use of a trusted third party SLAmonitoring service.
From the service provider's viewpoint, QoS adaptation is related to SLA monitoring. For example,
a service provider may wish to adapt service deployment for compliance with different SLAs. Once
deployed, they may wish to be able to adapt to resource usage to ensure SLA compliance and at the
same time avoid over-provisioning.
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5 Future Work
There are two main strands to future work on the GOLD architecture:
• More detailed analysis and definition of the services introduced in Section 4.3.
This will lead to an architectural description of each service and the possible
addition of new services.
• The integration of services to support the architectural elements presented in
Section 3. Different VOs will likely compose different elements of the GOLD
architecture. An important aspect of integration will therefore be the high-level
expression of VO-specific policies that span organisations and identify services
and their interactions. We must then be able to derive concrete service
configurations that address the high-level policies.
These investigations will be presented in future documents. As a starting point, we now identify
preliminary work on some of the identified services.
5.1 Composition
Existing work in this area is focused on the Distributed Enactment of Composite Services (DECS)
project [Woodman et. al. 2004a,b]. This work addresses the specification of composite services as
workflows that can be automatically verified and enacted.
5.2 Authentication, Authorisation and Accountability
Authentication, authorisation and accountability are closely related, as are the mechanisms to
achieve them. Significant aspects of work in this area will be how high-level policy on information
flows relates to these underlying mechanisms and how the mechanisms interact.
There follows an overview of our initial work in each area:
• Authentication – In order to provide the user with a seamless process of
accessing remote resources and also to reduce the administration costs, the
GOLD infrastructure needs to support the use of some form of Single-Sign-On
(SSO). There are several possible technologies available to provide this
functionality. The focus of investigation in GOLD will be on the identification
of appropriate standards and architectural structures to reduce the overheads of
integrating legacy systems into such SSO technologies [Wu and Periorellis,
2005].
• Authorisation – The existing work in this area has focused on how to partition
the process of VO enactment such that appropriate access permissions can be
granted and revoked as the project proceeds. The emphasis is on Task and Role
Based Access Control paradigms [Periorellis and Parastatidis, 2005a], [Wu and
Periorellis, 2005].
• Accountability – Work to date has focused on middleware for non-repudiable
interaction in order to provide convenient mechanisms to mediate interactions
and to prevent the subsequent denial of an action or event (most recently:
[Robinson et. al. 2005]). This work also supports validation of actions with
respect to enacted business contracts.
5.3 Contract Enactment
Work on contract enactment will build on extensive work on runtime contract monitoring [Molina-
Jimenez et. al. 2004b], [Molina-Jimenez et. al. 2005]. The focus will be on how to translate natural
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language contracts into an electronic equivalent that can be used to regulate interactions between the
contracting parties. The realisation of different models of contract-mediated interaction will build
on underlying mechanisms for accountability. Another area for investigation is the derivation of
access control policy from contract.
5.4 SLAMonitoring
This area is closely related to contract enactment and will build on work in the EU TAPAS project
[Molina-Jimenez et. al. 2004a].
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